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About Vestige Digital Investigations

TURNING DIGITAL EVIDENCE INTO INTELLIGENCE™

Vestige is the leading U.S. Electronic Evidence Experts company specializing in Digital Forensics,
CyberSecurity solutions — both proactive and reactive, as well as E-Discovery Services.

We provide timely and trusted investigations of any digital devices to resolve disputes and
litigate claims including Non-Compete | Intellectual Property (IP) Theft, Data Breaches, and
White-Collar Crime, to name a few.

We serve small, mid-size and large Fortune 500 corporations both nationally and internationally
helping professionals in the administrative, auditing, financial, human resources,
information technology, insurance, law enforcement, legal and risk management fields

make educated and informed decisions about access and preservation of digital information
and its security.

As neutral experts in the industry we offer comprehensive knowledge of both the technical
and the legal aspects of Digital Forensics and CyberSecurity. As highly respected testimonial
experts, Vestige has testified in courts of law in more than 70 matters. We are known for timely
response, extensive testing to support our results, and are respected for confidential, accurate
and comprehensive reporting.

Vestige was founded by forensically trained |.T. professionals and forensically trained attorneys
in 2004. Every analyst and digital evidence specialist at Vestige holds a Bachelor’s Degree and
advanced certifications specific to Digital Forensics and CyberSecurity.

Offering nationwide coverage, Vestige Digital Investigations is headquartered near Cleveland,
OH, with numerous U.S. Sales Offices.

Digital Forensics Cyber Security E-Discovery | ESI

Responsiveness | Speed & Availability | Reliability | Knowledge

www.VestigelLtd.com



Digital Forensics

Vestige Digital Forensic Services include:

- Acquisition | Extraction of Data from ANY type of digital device and media type in a quick, non-intrusive manner. The
Vestige team can acquire data from anywhere in the U.S. and many international countries, either on-site or remotely.

- Preservation of Data in a forensically-sound and proven manner from all digital systems utilizing the MD5 Hash which
produces a forensic image or an exact copy of the requested data or entire hard-drive in that moment in time. With a
fast return of the original digital device so as not to disrupt business or raise suspicion.

- Proper Preparation, Analysis & Testing of all types of relevant data discovered, including both Content & Artifacts
that are present or even thought to be deleted from devices. Vestige’s flat fee pricing includes the extra steps that
matter — including preparation for trial at the onset and testing. Our experienced team performs extensive testing on
all digital evidence found and can prove its validity and support our results. Proper testing assures accurate, air-tight,
and legally defensible opinions.

- Exceptional Reporting — Vestige conveys results orally, prepares written reports, or comprehensive and easy-to-
understand Expert Reports for utlization in internal investigations or legal cases.

- Expert Testimony — relevant digital evidence discovered with Digital Forensics provides significant proof in legal
matters. If your legal proceeding is heading toward court, insulate your client or I.T. staff who may be uncomfortable,
inexperienced or may not perform well in providing an Affidavit, Deposition, or Testimony at a hearing or trial. Trust
Vestige — we serve as Testimony Experts (Rule 70) on opining and authenticating on digital evidence as it relates to
Digital Forensics or CyberSecurity matters.

For improved outcomes, engage with Vestige early-on (as soon as it is believed evidence may be on any digital device)
for these Case Types:

« I[P Theft | Non-Compete | Non Solicitation - Cybersecurity | Incident Response - White-Collar Crime | Fraud | Embezzlement - Wrongful
Termination - Age Discrimination - Bankruptcy | Receivership - Breach of Fiduciary Responsibilities - Contract Disputes - Criminal Defense
+ Cyberbullying - Data Recovery - Defamation - Destruction of Data - Domestic Relations - Employment Relations - Insurance Claims

- Mergers & Acquisitions — M&A - Negligence | Product Liability - Privacy Vilation | Breach - Probate Matter - Professional Malpractice -
Regulatory | Compliancy - School Law - Sexual Harassment - Shareholder Dispute - Subrogation | Claims Recovery - Violent Crimes -
Workers’ Compesation - Wrongful Death - Wrongful Termination
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CyberSecurity

Proactive

Vestige Proactive CyberSecurity Services are focused on a multi-layered approach to help keep your
organization fully protected from Security Incidents and Breaches. This layered process includes:

- Assessments - for CyberSecurity Readiness, Vulnerability Scanning, External Penetration Testing, Compliance Audits,
and |.T. General Control Audits.

- BreachReadysM — a retainer agreement that allows an organization to have Vestige’s CyberSecurity Services already
vetted out, a contract in place and familiar with your |.T. environment before a breach occurs, saving valuable downtime.

- CyberSecurity Awareness Training — A vast majority of cyber incidents are caused by end users. Until users are trained
to recognize and learn how to spot the tactics of attackers — your company IS at risk of a cyber compromise or breach.
Vestige offers staff training, quizzes, recorded webinars, phishing expeditions and visual collateral to fully understand safe
CyberSecurity practices on a continuing basis.

- Hunt Team - long-term agreement where Vestige cyber investigators continuously search your organization’s network
looking for active indicators, markers and red flags that attackers leave behind as they are performing reconnaissance,
privilege escalation, persistence and the myriad steps taken to “owning” your secure data. The Hunt Team then stops or
greatly mitigates the attack BEFORE it can occur.

- Virtual CISO - offers an effective, flexible and affordable alternative for organizations that need access to high-level
Information Security expertise but don’t want to hire a full-time Chief Information Security Officer (CISO). Many small
companies do not have a full-time CISO, however they require the duties this position offers. Vestige to functions as a
company’s CISO remotely.

Reactive

Vestige Reactive CyberSecurity Services are utilized after an incident or data breach occurs and we
are parachuted in quickly assess, stop and comprehensively resolve the breach.

- Data Breach | Incident Response — Vestige offers leading edge experience at being parachuted in to quickly assess,
stop and remedy the damage for an incident response or data breach.

- Malware Analysis — Vestige is able to reverse engineer malware to determine the payload impact on your
digital environment.

- Root Cause Analysis — This utilizes Vestige’s proven approach, tools and techniques to systematically process your
data breach and accurately identify the cause of the incident.

- Ctrl-Alt-Del IT Reboot — Organizations should never feel captive by their IT Department. Vestige helps empower
organizations with their Ctrl-Alt-Del IT Reboot service. This service provides a solution for quiet and effective transitional
control of your digital environment should IT staff in critical positions leave unexpectedly, pass away or are being let go.
Vestige will step in and provide a timely, smooth, temporary take-over of the IT environment and transition to
replacement personnel, including ensuring there are no backdoors to the IT environment — all with minimal
disruruption to your organization.



E-Discovery | ESI

Vestige provides E-Discovery Services of Electronically Stored Information (ESI) -- the process
in which electronic data is sought, located, secured, and searched with the intent of using it

as evidence in a civil or criminal legal case. Ask about our Defensible Preservation Plan,
Defensible Search and OnePass®" Controlled Discovery services.

Our process is what sets us apart:

Speed
Speedy access to critical information, earlier in the process

Control
Improves attorney control to identify, preserve, analyze, produce & review ESI

Insulation
Insulates client’s IT, business processes and confidential data from
adversarial discovery process

Cost
Decreased total overall cost of preparing and responding to
managing ESI as evidence

If you understand the value of leveraging the use of technology
over manual review and have at least 600,000 documents,
Vestige E-Discovery is for you!

Contact Vestige Today for a FREE
consultation to discuss your matter.
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