CyberSecurity

Digital Investigations

Cyber Readiness Assessment Packages
The Risk Landscape

B Today’s small and mid-sized businesses are hit by 67% of all cyber attacks.
B Cybercriminals target small and medium sized businesses because they have weak security countermeasures.
B 712 months -is the average time an attacker goes unnoticed on a victim’s network.

I Two-thirds of small businesses close within 6 months of a cyber attack.

What causes businesses to close?

Cyberattacks often cause: Extended downtime; Data or Monetary Loss or Ransom Costs; Irreparable Reputation Damage;
Civil and/or Criminal Litigation; and Clean-up becomes insurmountable.

This is caused by four common mistakes: Medium
1. Shotgun method of approaching CyberSecurity.
Companies assume they won’t be targeted.
Low "

2
3. Noincident Response Plan developed or in place. High
4

CyberSecurity Training is not provided to all employees. RISK

Establish a Proactive CyberSecurity Solution Today
Base Package Includes:

u Comprehensive CyberSecurity Assessment - based upon the NIST
CyberSecurity Framework; a holistic approach ensuring that organization is adequately
prepared to prevent, detect, respond and recover from a wide range of security incidents.

L Report of FIndings - Executive-level summary and a detailed report geared to technical
staff that highlights the organization’s Cyber Readiness and provides a prioritized plan of
action.

B BreachReadySM- When an organization faces a CyberSecurity threat, time is of the
essence, for identifying the malicious activity, how the incident occurred, removing the incident
and taking all the required follow-up actions. With BreachReadys", CyberSecurity Experts have
been vetted, have learned the IT environment up-front and have created a custom IT plan that
is ready to go when the client calls. Saving the initial critical hours for actual breach response;
greatly reducing company downtime.

The BreachReady*sM service includes One Year of monthly accountability check-ins by Vestige.
The objective is to ensure that the assessed organization is adhering to all the recommended
security plan controls including providing Vestige with any system upates. Vestige is a phone
call away for emergency cyber response.
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Vestige CyberSecurity

Cyber Readiness Assessment Packages
Base Packages according to your organization's size:

Emerging Business $ 4,650 (Mo.Billing Available)
Up to 50 Employees
$10 million in Annual Revenue and below
1 Location / Data Center

Small Business $ 8,750 (Mo.Billing Available)
50-100 Employees
$10 million to $50 million in Annual Revenue
Up to 2 Locations / Data Centers

Mid-Size Business $16,500 (Mo. Billing Available)
100-999 Employees
$50 million to $1 billion in Annual Revenue
Up to 2 Locations / Data Centers

Post-Assessment - Next Steps

Based on your Assessment results, next steps include the following services, either a la carte or by annual subscription.
Providing clients with resources to remain vigilant in the CyberSecurity process:

BreachReadysM extend after first year from Base Package

It's easier to solve a problem when you already have Vestige on contract and on speed-dial should a cyber incident occur.
Through the Base Package your IT environment is already documented and vetted out. As part of this service, Vestige
regularly validates your readiness to respond, plus is on-call when needed for an incident or breach.

CyberSecurity Awareness Training

The majority of CyberSecurity incidents are caused, either directly or indirectly, by end-users/employees. Until your users
can recognize and learn to spot the tactics that attackers are using — your company is at risk of a cyber compromise

or breach. Through our CyberSecurity Awareness Training, Vestige combines a variety of educational tools to ensure

that users fully understand safe CyberSecurity practices on a continuing basis. Live training, quizzes, recorded webinars,
phishing expeditions and visual collateral are all components of this service which is easily customized for the organization.

Virtual CISO
(vCISO). This offers an effective, flexible and affordable alternative for organizations that need access to high-level
Information Security strategic expertise but don't want to hire a full-time Chief Information Security Officer.

Hunt Team

This on-going, proactive, cyber defense service has our investigators searching your organization's network. Our team of
experts look for active indicators, markers and red flags that attackers leave behind in your system as they are performing
reconnaissance, privilege escalation, advanced persistant threats and others in their attempt to "own" your data. True
protection requires constant vigilance. Services include: Risk Analysis, Information Mapping, Configuration Management
& Best Practices, Dedicated Team Deployment, Regular "Hunt Activity" (pre-defined in contract). regular Reporting &
Feedback. General Status Updates are provided via email when incidents are detected that need immediate remediation.
Through these services the Hunt Team can stop or greatly mitigate the attack BEFORE it occurs.

Contact Vestige to discuss your Cyber Readiness needs today.
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